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Introduction

The Army’s Collaborative Technology Alliance (CTA) program was formed in 2001 to establish partnerships among research communities in the Army Laboratories and Centers, private industry and academia. Each alliance member brings with it a distinctly difference approach to research: Academia is known for its cutting-edge innovation; the Army Research Laboratory’s researchers keep the program oriented towards solving complex Army technology problems; the industrial partners are able to leverage existing research results and to deal with technology bottlenecks. The CTA concept is designed to capitalize on the innovative academic research ideas coming from the university partners. These ideas are then augmented by the strong applied research capabilities of the commercial sector and the focused research products of the Army Research Laboratory. The three sectors collaborating together on one team provide the means for innovation and rapid technology transition. These multidisciplinary research teams are required to generate the complex technology needed to solve the Army’s complex problems. This approach enables the CTA program to bring together world class research and development talent and focus it on Army-specific technology objectives for application to Army Transformation.

Under the CTA program, Cooperative Agreements were awarded to five consortia in the following technical areas: Advanced Sensors, Communications and Networks, Power and Energy, Advanced Decision Architectures, and Robotics. From the cooperative program formulation process through the truly collaborative research efforts, the CTA program is efficiently focusing the expertise of industry, academia and the Army Research Laboratory on enabling technologies and new military capabilities needed for Army Transformation.

The Alliances in the CTA program include not only the five consortia and ARL but also Army Research, Development and Engineering Centers (RDECs), other Army and other Government agencies (OGAs). The Army RDECs and OGAs are invited to actively participate in the research program and to conduct research jointly with Alliance members. The annual research program plan is also cooperatively formulated by Alliance members and ARL with input from the RDECs and OGAs through participation on the Research Management Boards (RMBs) established for each Alliance. The RMB partners are critical to identifying opportunities for transitioning CTA research results into their on going R&D programs. This transition is facilitated by a task order contract build into the CTA agreements. Several Army RDECs and OGAs have taken advantage of this contract mechanism in 2001 to apply CTA research results to their technology development programs.

The Army Research Laboratory (ARL) Collaborative Technology Alliance (CTA) in Communications and Networks was initiated in the third quarter of fiscal year 2001 (FY01). The research vision of the consortium is to develop technologies that enable a fully mobile, fully communicating, agile, situation-aware, and survivable lightweight force with internetted C4ISR systems. The future forces will use large, heterogeneous, wireless communication networks that operate while on-the-move with a highly mobile network infrastructure and under severe bandwidth and energy constraints, while providing secure, jam-resistant communications in noisy hostile wireless environment.

The research is divided into four main technical areas:

· Survivable Wireless Mobile Networks

· Signal Processing for On-the-Move Communications

· Secure Jam-Resistant Communications

· Tactical Information Protection
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The Communications and Networks Consortium brings together members from industry and academia with recognized expertise in the technical areas established for this program. The members of the consortium are shown in the following table.

	The Communications and Networks Consortium

	Industry Partners:

Telcordia Technologies—the preeminent industrial R&D organization in communications and networking and a leader in the development of standards

BAE SYSTEMS—over four decades of aggressive technology innovation in advanced electronics systems for global defense, civil, and commercial electronics markets

General Dynamics—a worldwide leader in military and commercial wireless communications products

Network Associates—the world’s largest network security and management software company, with NAI Labs advanced security research

BBN—over 30 years of recognized innovation in networking research and deployment

	Academic Partners:
University of Maryland—a research leader in mobile wireless communications and networks, with excellence in government-university-industry partnerships

University of Delaware—the nation’s second most-wired campus with a long history of excellence in internetworking and communications

City College of New York (CCNY)—a leading Minority Institution in communications and networking research

Princeton University—with its world-renowned Ph.D. program, originators and leading innovators in multiuser detection technology

Georgia Institute of Technology—a unique combination of academic, industrial, and government advanced research for telecommunications

Johns Hopkins University—with its Applied Physics Laboratory, winner of more federal R&D funding than any other university

Morgan State University—among the top U.S. universities in graduating African-American electrical engineers

Clark Atlanta University—leading private HBCU in science and technology research



Organization

The Communications and Networks Consortium is organized under Articles of Collaboration, which establish the terms for collaborative research among the members under the CTA program. The Consortium Management Committee (CMC) manages and governs the Consortium. The CMC decides all policy, business, financial, and technical issues of the Consortium, and represents the Consortium in reporting progress and transacting business with the Agency. The CMC is responsible for the management and integration of the Consortium’s efforts. The CMC determines the membership of the Consortium. It defines the tasks and goals of the partners and determines the distribution of Agency funding to the partners. The CMC provides for ex officio representation by the CAM and other government personnel from other government agencies (OGA).
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Our CMC consists of leading individuals from our member organizations. Each member has one voting representative on the CMC to support programmatic and management-related activities and decisions. The CMC holds regular quarterly meetings.

The consortium’s research is organized into four technical areas, each of which is led by an expert from an industrial member that has an established presence in that technology. To ensure that there is a close working relationship between the consortium and the Army, ARL has assigned a member of its staff to serve as a counterpart to each technical factor leader.

As part of the Alliance, our Research Management Board (RMB) provides guidance, in the form of resources, requirements and vision, which helps shape the research program and identify technology transition opportunities. Members of the Communications and Networks RMB are shown in the following table.

	RMB Member
	RMB Member
	RMB Member

	ARDEC
	AFRL
	CERDEC

	NASA
	NIST
	NRL

	NSA
	NSC
	ONR

	
	STRICOM
	


Participation and Leverage

A fundamental advantage of the CTA concept is the quantity and quality of the human and physical resources that members bring to the program and share with ARL to execute the research plan. Scientists and engineers from industrial partners, who are leaders in commercial and military communications and networks technology, provide the knowledge of advances in commercial technologies and their applicability to the military communications and networks problem. Many of these industrial researchers are also involved in key defense programs such as Future Combat Systems (FCS), Joint Tactical Radio System (JTRS), Multi-functional On-the-move Secure Adaptive Integrated Communications (MOSAIC), Warfighter Information Network – Tactical (WIN-T) and Adaptive C4ISR Node (ACN), which provide insight into challenging research problems and also potentially provide technology transition opportunities. University researchers work with their ARL and industrial counterparts to transition fundamental advances from academe to application in military communications and networks. During the execution of the FY01 program, the consortium made available to ARL more than 100 scientists, engineers and graduate students. A staff rotation and education program ensures that knowledge of advances in communications and networks technology and military needs are diffused throughout the Alliance. The consortium also makes available to ARL the excellent laboratory facilities of its members. The combination of leading academic and industrial researchers and their associated lab facilities makes the CTA program of special value to the government.

Laboratories and Testbeds

The consortium used the following key facilities, as well as others made available by consortium members, to support its research efforts during the FY01 program. Each consortium member makes available to ARL any facility that may be needed to support the tasks proposed.

	Member
	Facilities

	Telcordia
	Wireless Mobile Networking Laboratory

	BAE SYSTEMS
	Mobile Agent Assessment Laboratory

	Motorola
	Software Defined Radio Laboratory

	Network Associates
	Cryptographic Technologies Laboratory

	BBN
	Tactical Robot Networking Laboratory

	Univ. of Maryland
	Hybrid Networks Laboratory

	Univ. Of Delaware
	Network Protocol Laboratory

	CCNY
	Telecommunications & Information Networking Lab

	Princeton University
	Digital Signal Processing Laboratory

	Georgia Tech
	Software Radio Laboratory

	Johns Hopkins Univ.
	Experimental Communications Laboratory

	Morgan State Univ.
	Signals/Communications/Network Laboratory

	Clark Atlanta Univ.
	Research Center for Science and Technology


Collaboration

A cornerstone of the CTA program is the concept that researchers sharing ideas and research findings while working in a common environment will accelerate the development of new technology and provide a rapid transition path into applications. Today’s complex technology challenges have made it absolutely necessary to engage researchers on these multidisciplinary teams where new ideas can be successfully applied to complex Army problems. This is the Army’s way of establishing a new research culture—transforming the old way of doing business—that fosters a different kind of relationship among research colleagues in industry, academia and Army laboratories and centers. As in integral part of the program, the CTAs utilize several venues through which such synergistic collaborations can be pursued and encouraged. Some of the venues utilized by the CTA program are summarized below:


Joint Research Projects – The individual researchers collaborating on a particular research topic are involved in the planning at the task level as well as in the execution of the overall research project. On many projects the researchers come from each of the three sectors—academia, Government and private industry – bring the advantages of a multidisciplinary approach to the research problem.


Staff Rotations – The best example of collaboration is staff rotation, in which individuals temporarily relocate, if necessary, to work on a daily basis with the research group at a partner’s organization. Such rotations may last months or years. The rotations produce mutual understanding of technical approaches and issues. The sharing of expertise among the participants foster new insights into difficult research problems and creates opportunities for advances not previously recognized before the exchange of personnel. In some cases the rotation is combined with a long-term training educational component. This provides educational opportunities for graduate students from academia and staff S&Es from the Government and industry to earn advanced degrees and to perform cutting-edge research. The result is both individual and institutional associations that endure and grow to far exceed the separate capabilities.


Workshops – Each technical area organizes focused workshops to discuss technical progress and challenges unique to that topic.  This provides a forum for effective interaction between researchers from ARL, the participating consortium members, and Army RDECs.


Distinguished Lecture Series – A monthly seminar is presented by an expert from one of the consortium partners or ARL to more broadly communicate the technical issues and progress on specific projects. Members of all CTA alliances are invited to attend either in person or via video teleconference.


Seminars and Short Courses – More informal seminars and short courses are conducted frequently and primarily involve members of a particular CTA or technical area. Certain seminars are specifically designed to address technical areas which include several CTAs and serve as starting points for cross-CTA collaborations. Short courses are developed for particular projects that cross multiple disciplines. In these cases, it is of particular benefit for researchers to gain more in-depth knowledge of all technical areas within the project, and an expert presents several days of technical material specifically designed for the purpose.


Annual Symposium – The CTA program holds a symposium each spring to present the results of its research and describe plans for the next year. Program overviews, technical papers and posters, and exhibits and demonstrations serve to communicate the research products of the CTA program to Army organizations and other Defense Department agencies. The symposium fosters interactions and collaborations among researchers from all the technical areas and all the alliances. 

Research Areas

The consortium’s research is organized into the following four technical areas:

· Survivable Wireless Mobile Networks

· Signal Processing for Communications on the Move

· Secure Jam-Resistant Communications

· Tactical Information Protection

The following sections describe the approach taken in FY01 to meet the research goals and selected FY01 research accomplishments that are important steps towards fulfilling the communications and networks needs of Future Combat Systems (FCS).

Survivable Wireless Mobile Networks

Approach
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The Objective Force presents several challenges for networking technology. Army networks must be self-configuring and self-maintaining so that they can be deployed rapidly and quickly reorganized when needed. They must be highly mobile and survivable, so that the Army can dominate the battlespace and protect its forces. Available communications bandwidth must be used efficiently, and information must be disseminated rapidly, so that the right information is available to warfighters at the right place and time. Army networks must interoperate with joint, combined, and multinational forces to meet the wide range of missions envisioned for the Army of the future. 

This research provides the networking capabilities to enable Army’s Vision of information dominance via a fully mobile, fully communicating, agile, and situation-aware lightweight force. We will develop technologies that ensure that these networks are self-configuring and self-maintaining, highly mobile, survivable, scalable, energy-efficient, performance-optimized and interoperable with joint and coalition forces. Four tasks cover key topics in layers 2 (data link), 3 (network) and 4 (transport) of the OSI protocol stack and the management plane spanning those layers as shown in the figure: 

· Energy Efficient Robust Subnet Organization

· Autonomous Internetworking

· Efficient Reliable End-to-End Networking

· Quality-of-Service-Driven Network Management

When complemented by the physical layer (layer 1), research in the Signal Processing for On-the-Move Communications and Secure Jam-Resistant Communications technical areas, and the security research in Tactical Information Protection technical area, these tasks provide a comprehensive program that meets the networking challenges of the Army Vision.

FY01 Research Highlights

Energy-Efficient and Robust Subnet Organization. Overall mobile networking performance rests on the efficiency and effectiveness of the underlying link establishment, multiple access control, and subnet routing protocols. These protocols provide the foundation that upper layers completely rely on. Furthermore, they have the closest relationship with the data transmission, computing hardware and system platforms. Work performed in this area is therefore in the unique position to transform the effectiveness of the entire mobile communications system.
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A close coupling between the lower layers defined in the traditional network architecture is necessary in order to efficiently utilize the limited resources in ad-hoc network. We performed initial design on a framework for integrating the physical, the Medium Access Control (MAC), and the Routing layers. The framework considers the layer interactions in a fully connected segment of the network and identifies the interdependencies that can lead to a full-fledged algorithm for quality-of-service (QoS)-aware, joint MAC/Routing algorithm. In addition the integration of the bottom three layers has allowed us to investigate different ways of coupling adjacent network units (cliques or clusters), some of which rely on fusing time division multiple access (TDMA) frames while others utilize power control in a code division multiple access (CDMA) environment.

The radio transceiver has been identified as a significant energy consumer since it is typically always “on”, consuming power even when there is no network activity. We are addressing this problem through the Coordinated Power Conservation (CPC) mechanism that allows transceivers to be powered down periodically. CPC is based on a backbone concept and utilizes backbone nodes mainly as synchronizers to schedule neighboring nodes' sleeping intervals. CPC has its own mechanism for turning nodes off instead of relying on the 802.11 PS mode. This gives more flexibility for CPC to adjust appropriate schedules for each neighboring node. In addition, we conducted studies of monotone graph properties and derived a general approach for developing approximation algorithms for NP-hard topology control problems. We investigated the applicability of existing routing protocols for diversity routing and identified the Temporally Ordered Routing Algorithm (TORA) and Gradient Routing (GRAd) as routing protocols that can support multiple routes. We explored the use of directional antennas in energy efficient multicasting.
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Naming and Addressing for Mobile Wireless Networks. Many of the problems with dynamic networks lie in the fundamental Internet Protocol (IP) architecture, which was never designed for the types of network envisioned in Future Combat Systems. We developed an approach that will lead to more powerful and scalable dynamic networks based on decoupling application names (such as domain names or email and addresses) from IP addresses. Names will be used to uniquely identify entities within a purely logical structure, with no correlation to topology; while IP addresses will identify network interfaces, with a structure that reflects only the global network topology. By limiting their use to the internetworking layer, IP address can more rapidly reflect topological changes, enabling more robust and efficient support for services such as mobility, multi-homing and Network Address Translation. The key to decoupling is the use of a new Session Identifier (SID) that uniquely identifies a unidirectional communication session for a given node or group of nodes. The SID replaces all use of IP address above the network layer. Although sent in every packet, we believe the SID will actually reduce average packet size. The use of SID is also integrated with a strong security architecture based around Internet Key Exchange/IP Security (IKE/IPsec), with the SID replacing the SPI. Finally, we have developed new mechanisms for locating users and nodes and are currently comparing how well they work in battlefield environments.
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To make dynamic networks scalable, it is important that their domains be autoconfigured. Also, domains could be used for much more than simply routing. We have divided the types of domains into two, which correspond to the division between addresses and names described above. Logical domains show promise for providing functions such as location services, virtual private networks, multicasting, and information retrieval (e.g., sensor information). In general, nodes will “subscribe” to logical domains based on the type of applications and user. In contrast the second type of domain has much more limited application, performing the function of grouping together interfaces and introducing the hierarchy that makes the networking protocols scalable. In addition to simple topological factors we are looking at other criteria by which decide their topological domains (e.g., available power, degree of mobility, security). We believe these functional-topological domains can enhance network performance.

[image: image14.emf]Reliable Server Pooling in Military Ad-hoc Networks. Server pooling is used to increase system availability and session persistency by allowing a pool of redundant information sources to be viewed as a single transport endpoint. We formulated the key requirements for reliable server pooling in military mobile ad-hoc networks. Currently, the paper detailing these requirements is being prepared for the special session on transport protocols at the IIIS World Multiconference on Systemics, Cybernetics, and Informatics (SCI) to be held in Orlando, FL, July 2002. We are also implementing the current Internet Engineering Task Force (IETF) solutions in the NS-2 and OPNET simulation environments with a view to comparing them with our design. The focus of the simulation is to evaluate various rSerPool scenarios related to the protocols’ performance with respect to mobile network characteristics to expose their (likely) deficiencies in FCS environment. As the initial results, we defined the following key architectural requirements that the reliable server pooling architecture for mobile ad-hoc networks needs to meet: (1) Fast switchover, (2) Dynamic (re-) configuration, (3) Application transparency, (4) Survivability, (5) Control signal efficiency. The first three requirements are described below in more detail:

Fast Switchover. Switchover allows a pool user to move an existing connection to a new server or a new network path transparently. This switchover can be triggered by: (a) degradation in the quality of service of the current server or its network path below acceptable levels set by the pool user, (b) compromise (for example, Byzantine attack) of the server, (c) intermittent connections, (d) mobility of the pool user or the pool element, and e) soft and hard network or server failures. Switchover detection needs to be based on the combination of inputs: the underlying transport (e.g., Stream Control Transmission Protocol – SCTP) path failure, Explicit Congestion Notifications, and external network event monitors (e.g., mobility agents and bandwidth brokers).

Dynamic (re-)configuration. The reliable server pool should be dynamically auto/re-configured to adjust to the following changes: on route and topology changes in the network, traffic patterns, mobility, server failure and recovery. According to our scheme, each node can potentially be a server, and this willingness to be a server is indicated as a degree of readiness (DR). The degree of readiness can be defined as the number of associations that a server (from a pool) is willing to sustain at a certain level of quality. The server may belong to different server pools, which can be formed and taken down dynamically, at varying degrees of readiness.

Application transparency . We defined and performed an initial evaluation of two alternative approaches to server pooling. Virtual host (VH) is an abstraction of the reliable server pool that extends the notion of multi-homing of servers by replicating the association state on each server (i.e., VH's interface) in the pool. VH can provide a reliable association to multiple servers in the pool, and when needed, transparently failover among them. In this approach, SCTP clients do not need to be modified, allowing COTS SCTP-enabled products to be directly deployed. The disadvantages of this approach are: state transfer traffic overhead, a need to modify a server side SCTP implementation, and the overall implementation complexity. The session approach (adopted by IETF) provides reliable server pooling by introducing a session layer that allows clients to maintain reliable sessions. The server end-point of the session may change during the session, however this change is transparent to the client. An initial evaluation of pros and cons of these two approaches points to the session approach as the preferred one.
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Persistent on-the-move Sessions. We developed an infrastructure for doing experiments to evaluate Stream Control Transmission Protocol (SCTP) performance under battlefield network conditions, in terms of (a) overhead, and (b) benefit of partial order transport for streaming media. Towards this end, we began designing and implementing a set of experiments comparing the Linux implementation of Transmission Control Protocol (TCP) to the Siemens implementation of SCTP, purely in terms of packet overhead for a variety of packet size distributions. Initial results are expected during 2QFY02. We continued evaluating deficiencies in the SCTP’s flow control mechanisms that may limit the benefit of having multiple streams of data (or equivalently, partial order). Currently, because of certain ambiguities about SCTP packet scheduling, one stream can cause another stream to starve, depending on how the protocol is implemented. At the August 2001 IETF meeting, we presented this issue to the working group, which is now considering adding language to the SCTP Implementer's Guide to tighten up the rules to prevent stream starvation. We plan to analyze SCTP using NS-2 to evaluate whether these tighter rules are sufficient to solve the starvation problem, or whether a full -per-stream flow control window extension is needed. We are currently comparing TCP vs. SCTP with respect to packet header overhead for different applications such as ftp, telnet, voice-over-IP, etc., with different packet distributions using tcplib.

We also investigated two issues related to SCTP multihoming as a means of providing reliable on-the-move sessions. The first issue deals with providing smoother transitions to an alternate destination interface and increased throughput when a multi-homed SCTP endpoint detects packet losses on the primary interface. The group has done an analysis to show that under the recommended parameter settings, failover of an SCTP endpoint under the current spec may take 63 seconds or longer, which is clearly unacceptable for the requirements of reliable on-the-move sessions. They also showed that the problem cannot be addressed merely by tweaking the parameter settings—a more sophisticated approach is needed. The proposed solution to this problem is more adaptable to changing network conditions, smoothes the failover transition, and increases throughput. Failure detection is decoupled from the recovery process by specifying two threshold levels: (1) to determine when new transmissions are moved (perhaps temporarily) to an alternate destination path, and (2) to consider this change "permanent". They provide analysis to indicate suitable values for these thresholds, and are currently working towards verifying their analytic results through simulation and experimentation.

The second issue deals with another problem that can arise during changeover from one interface to another on a multihomed SCTP host—unnecessary retransmissions and artificial growth of the congestion window. The group did analysis to show that the root causes of the problem are two inadequacies of the current SCTP spec: (1) the sender is unable to distinguish between selective acknowledgements (SACKs) for transmissions and the ones for retransmissions, and (2) the congestion control algorithm at the sender is unaware of the occurrence of a changeover and is hence unable to identify the resulting reordering. The group developed two possible solutions to the problem. The preferred solution, known as CACC (Changeover Aware Congestion Control Algorithm) is proposed for incorporation into a future revision of RFC2960.
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Bandwidth Estimation. The bandwidth estimation subtask developed an end-to-end measurement methodology for the available bandwidth in network paths. The methodology is called Self-Loading Periodic Streams (SLoPS). The methodology is currently implemented in a measurement tool called “pathload”. An alpha release of pathload will be made in the 2nd quarter. A technical report describing the methodology and the tool will be submitted to the ACM SIGCOMM 2002 conference. To the best of our knowledge, SLoPS is the only measurement methodology for available bandwidth that exists today. Pathload has been verified in several Internet paths in both US and transcontinental paths. First public release of code is scheduled for Spring, 2002. A paper that describes pathload has been accepted for publication at the Passive and Active Measurements (PAM) Workshop 2002.

We performed a measurement study for the estimation of TCP Round-Trip Times (RTTs) at a network link. The distribution of the connection RTTs is important in bandwidth estimation, because the RTTs represent the minimum time interval in which the available bandwidth is expected to be stationary. In other words, if we know that the connections that flow in a network link have RTTs that vary between 100-500msec, the available bandwidth should be measured over intervals that are larger than that range. This measurement study has been submitted for publication to the ACM CCR journal.

Self-Healing and Fault Management. We developed initial components of a system for end-to-end probabilistic root-cause analysis for diagnosing network failures An important component of wireless root-cause analysis (WRCA) is the detailed formulation of an alarm model, i.e., a model that can accurately capture an alarm and generate a trigger with appropriate information of the alarm that has just been detected. In order to have an alarm-model useful to the WRCA engine, the alarm-model should be able to succinctly and as completely as possible, describe the alarm being conveyed to the decision [image: image17.wmf]QoS
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(WRCA) engines. The model should be succinct in order to preserve wireless bandwidth and processing cycles over noisy and unpredictable links. The model should be as complete as possible in order to provide the decision engine with accurate and complete information for precise root-cause decisions. These two requirements can be conflicting, and no prior such alarm models (for wireless ad hoc networks) exist to our knowledge. Under various such requirements and constraints, we have defined an appropriate alarm-model for the type of networks under study. We have identified the key components required to define an appropriate alarm model for the mobile ad-hoc battlefield networks. These key components are (a) alarm category, (b) alarm attributes, (c) probable causes and (d) alarm object classes. Each of the key components (a) through (d) has in turn been defined as a set composed of one or more elements. Additionally, we have worked on identifying the various elements of the above-mentioned sets/components of the alarm-model, during the last quarter of FY01.

Signal Processing for On-the-Move Communications

Approach 

Future wireless battlefield communications systems will be called upon to support a wide variety of services, ranging from a few mission-critical bits of information to high quality video streams and large data transfers. These services must be supported for nodes that are part of constantly moving and evolving networks with no fixed infrastructure. To meet these challenges, we are developing new communications technologies, focusing primarily on the lower layers of the communications protocol stack, to support efficient communications on the move. This technical area is developing several advanced wireless communications concepts. We investigate advanced multi-user detection strategies that support hybrid Frequency Hopping/Direct Sequence (FH/DS) and multi-tone waveforms. We employ super-saturated Code Division Multiple Access (CDMA) systems for very dense multiple access environments. Multi-Input, Multi-Output (MIMO) array-to-array communications systems are used to support extremely high spectral efficiency. We design novel space-time code design for transmit diversity and support of MIMO links. Dynamic multi-node technologies are employed to combine MIMO signal processing techniques with multi-hop networks for enhanced end-to-end throughput. We devise variable QoS strategies to support mixed traffic links, efficiently using radio link resources while delivering the required QoS for each traffic component. Finally we investigate RF-back scatter MIMO technologies.

The following chart outlines the research products we will deliver.
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FY01 Research Highlights

Multi-User Detection. In the area of Multi-User Detection key [image: image19.wmf]CAM
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steps were taken during 2001 to establish frameworks for analyzing and designing novel transceiver designs to support extremely high capacity FH/DS and multi-tone radio systems. We developed thresholds and performance bounds for Likelihood Ascent Search method of Multi-User Detection. We extended the iterated decision multi-user-detector (IDUD) to include higher-order quadrature amplitude modulation (QAM) constellations and low-complexity pre-coding. We also established analysis of FH-MUD. Results predict that earlier work, which only shows 1.3-3x capacity improvements in FH-MUD systems falls dramatically short of what can be achieved through the use of supersaturated concepts. Using these approaches capacity improvements of 100x over non-MUD systems can theoretically be obtained.

MIMO Systems and Space Time Coding. During FY01, we developed novel techniques to support spectrally efficient, multi-megabit links over time varying, non-line-of-sight channels. We demonstrated through simulation a hybrid Maximum Likelihood (ML) and Layered Space Time (LST) approach, which promises to achieve performance approaching that of the full ML receiver at complexity levels similar to that of LST MIMO systems. We developed joint data compression techniques that approach the Slepian-Wolf limit. We formulated GVQoS theory to efficiently support mixed traffic data streams using multi-tone waveforms over dynamic wireless links with interference. We modeled multi-hop multi-node MIMO performance.

Cross Layer Designs and Novel Concepts. Key steps were taken in the areas of modulated MIMO RF backscatter, development of multi-tone multiple access schemes, and optical links. We analyzed the throughput and delay for multi-carrier random access schemes. We modeled impact of atmospheric turbulence on short range free-space optical communications. We developed link model for RF modulated backscatter links for LEO and HALO airborne platforms.

[image: image2.emf]1

H

2

H

Holistic

Model of

Multiple 

Nodes

1 1 1

n x H y

+ =

2 1 2 1 2 2

n Dn H x DH H y + + =

x

1 1 1

Dn x DH Dy

+ =

1

H

2

H

Holistic

Model of

Multiple 

Nodes

1

H

2

H

Holistic

Model of

Multiple 

Nodes

1 1 1

n x H y

+ =

2 1 2 1 2 2

n Dn H x DH H y + + =

x

1 1 1

Dn x DH Dy

+ =

Multi-Node MIMO Concepts

Interferer

A

B

Optimal

Capacity

Link

Interferer

A

B

Optimal

Capacity

Link


Secure Jam-Resistant Communications

Approach

The Secure Jam-Resistant Communications (SJRC) technical area develops waveform signal processing technology to ensure reliable communications in environments which include dense multiple access interference that may be generated from within the network, by other systems which unintentionally interfere with the military network, and by hostile interferers. SJRC includes a three-pronged approach to maintaining network survivability under hostile mobile conditions on the move, and under severe bandwidth and energy constraints, namely avoiding detection, being aware of the environment, and providing robustness to jamming. The research issues addressed SJRC are critical to implementation of waveforms for Future Combat System Communications. Advanced multi-user communications techniques developed must operate with minimal signature and must be robust to jamming to be useful in tactical environments. 

Waveform and Packet Design: We investigate signal processing methods for mobile LPD networks spanning advanced spatial processing, single and multiple-carrier waveform analysis, concatenated codes, and multi-resolution demodulation technologies. Our research analyzes key performance issues including the impact of MIMO on synchronization and demodulation in fading mobile channels, LPD quality or covertness, and power efficiency methods.

Array Processing and Interference Rejection: We are developing advanced signal processing algorithms to improve overall communications performance through array processing and interference rejection. Continuing advances in digital signal processing technologies and reconfigurable antennas permit new algorithms for beam steering, source location, interference mitigation, spectrum reuse, orthogonal space-time codes, and noise reduction.

Frequency Hopping Systems: In this research we investigate maximizing capacity of adaptive anti-jam (AJ) methods when under dynamic jamming and interference across the mobile network. Adaptive methods and advanced signal processing techniques are jointly designed and optimized for AJ communication purposes. We exploit robust techniques, such as diversity combining, precoding, space-time coding, fast frequency hopping, array processing, MUD, and MIMO. We also focus on advancing signal processing research required for the signal acquisition, detection, and synchronization focused toward AJ applications. These methods are applied to multi-carrier (MC), frequency hopping (FH), and direct sequence (DS) communication waveforms, along with judicious combinations of each waveform approach for optimum AJ and throughput effectiveness. 

FY01 Research Highlights

Technique for OFDM Peak-to-Average-Power-Ratio Reduction. To meet FCS survivability and LPD goals, advanced waveforms are required that improve adjacent channel performance, allow variations in processing gain, and increase link range or fade margin. This subtask research has shown significant reduction of Peak-to-Average Power Ratio (PAPR) for orthogonal frequency division multiplexed (OFDM) and spread spectrum multi-carrier (SS/OFDM) waveforms. Our technique for PAPR reduction is based on a tone reservation method and is applied to LPD signals while optimizing overhead, spectrum, detection, complexity, and power consumption. 

The algorithm designates reserve sub-carrier position, amplitude, and phase to minimize the PAPR of OFDM waveforms that initially exhibit large peaks in the time-domain output. This transmitter processing reduces the power amplifier backoff operating point for multi-carrier signals, thus improving link range or fade margin of the SS/OFDM system. For the time domain signal of graph ‘PABR Reduction below’, 12.5% reserve tones were allocated within the OFDM block, and 27 reserve tone algorithm iterations were performed. Before applying this algorithm, a large peak at time sample 53 was 11.4 dB greater than the average power.  After PAPR reduction, this peak was reduced by 5.3 dB as shown in graph ‘Iterations for PABR reduction’. Additional benefits include: 7dB range or fade margin improvement for transceivers with a fixed amplifier output power; low overhead approach (adjustable 2 to 12%) for PAPR algorithm; computationally efficient PAPR processing (lower complexity than receiver for 27 iterations) and minimal impact on adjacent channel performance and LPD properties.

[image: image3.wmf] [image: image4.wmf]
Pruned Fast Beamformer for Detection of Wideband Signals. The detection of wideband signals and estimation of the direction of arrival (DOA) for the signal sources are challenging problems. During FY01, we integrated the ability to detect for coherent sources during the intermediate stages of this fast beamformer. Using the detector, we developed the pruned fast beamformer, which exhibits less computational complexity because it does not waste resources focusing beams that do not cover coherent sources. The figure below illustrates the behavior of the pruned fast beamformer. This figure shows the test statistics for beams that pass the detector after each stage of the fast beamformer for a wideband signal. In figures a and b, one wideband signal is arriving from angles of 30o and 20o, respectively. In Figure c, two wideband signals are arriving from -30o and 30o. The figure indicates that beams are pruned from the fourth stage all the way to the final stage. Clearly, the detector is able to remove benign beams from further processing and save computational resources. By the final stage, only beams near the true source direction are completely formed.
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(a) direction of arrival at:30 o
(b) direction of arrival at 20o
(c) arrivals at: -30o and 30o

Robust Synchronization Methods for Fast Hopping and Bandwidth Efficient FH-OFDM Systems. This effort strives to create scalable spectrally efficient solutions for anti-jam (AJ) communications that are multipath robust and provide adaptive performance optimizations according to threat and channel dynamics. Highlights of our results include:

· A receiver operating characteristic (ROC) analysis that provides design guidelines for maximum fast frequency hopped (FFH)-OFDM system hop rates

· A hop rate analysis that shows our embedded sync approach can improve FFH-OFDM system hop rates

· Preamble sync provides up to 40% increase in ( over an embedded approach, but at slower hop rates

· Hop rates and capacity for FFH-OFDM can be maximized by applying embedded (semi-blind) sync methods
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Our analysis of robust synchronization for FFH-OFDM indicates that when utilizing data-aided approaches, the method of synchronizing can have a profound effect on the hop rate capability and bandwidth requirements of a spectrally efficient AJ system. Bandwidth efficiency and hop rate performance comparisons were made between preamble (top figure, right) and embedded (bottom figure, right) synchronization methods for FFH-OFDM systems.

Demands for faster hop rates induce a requirement for shorter preamble lengths. However, the receiver probability of missing signal detection (Pmiss) and the probability of false detection of the signal of interest (Pfalse) increases, as shown in the left-hand graphic of the figure below. Given a sufficient ROC performance rate, we compared the bandwidth efficiency (() and hop rate capability of the two synchronization approaches. Embedded sync, because of the shorter total dwell time, provides higher ( when the RF carrier hop rate is greater than 6500 hops/sec (upper plot of right-hand graphic of figure below). For longer OFDM symbol lengths (N>100 or hop rate<6500), the preamble sync provides higher ( (lower plot of right-hand graphic of figure below). Future research will address increasing bandwidth efficiency for the higher hop rate sync approach (embedded method) using semi-blind estimation.
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Tactical Information Protection

Approach

Essential to the Army vision for the Objective Force is the development of information protection technologies that ensure the security and survivability in the most forward-deployed, energy-constrained, bandwidth-constrained, and hostile mobile environments. Our vision is to develop technologies that provide automated, scaleable, efficient, adaptive, and secure information protection in wireless, multi-hop, self-configuring networks. 

Highly Efficient Security Services and Infrastructure: Security mechanisms are required to support essential security services (i.e., confidentiality, integrity, authentication, non-repudiation, and access control), as well as survivability in hostile tactical environments. There are a number of research issues that must be overcome to efficiently provide such security services and accompanying infrastructure in mobile, ad hoc, wireless networks. The required trust relationships must be established among communicating parties without access to centralized certification authorities. Keys must be established efficiently in highly mobile and energy-limited domains. We must provide increased availability by tolerating noise while providing message authentication. Finally, security functions must be performed with significantly reduced bandwidth overhead to accommodate the limited energy of mobile, ad hoc, wireless networks in the tactical environment.

Tactical Intrusion Detection and Vulnerability Assessment: The ability to accurately detect and respond to information warfare attacks in real-time will be critical in the FCS environment. Research and development in intrusion detection systems has been ongoing for many years. While some of these efforts have been successful in detecting some network attacks against dedicated hosts, they have proven to be ineffective in identifying complex network attacks in distributed networks and little work has been done in the area of mobile, ad hoc, wireless networks. In the FCS tactical environments there are additional research issues that must be overcome to provide effective intrusion detection. Efficient acquisition and storage of critical event data must be provided despite a severely resource constrained, dynamic and decentralized ad hoc environment. A representational means is needed for modeling tactical environment intrusions enabling partial and distributed reasoning. We must dramatically improve speed and ability to assess ongoing attacks. All of these issues further complicate the already difficult task of protecting information in complex networks. The individual research efforts that will be conducted in this task will focus directly on overcoming these challenges and ultimately being integrated into an effective set of technologies for preventing and detecting attacks on the FCS environment.

FY01 Research Highlights

Distributed Key Distribution and Generation for Multicast Communications. We initiated investigations of the design and performance evaluation of distributed key management schemes for highly mobile wireless military communication networks. In particular we researched the interoperability and joint design of logical tree based key schemes with other types of key schemes like cluster-based or non-participatory schemes that may be in use in the typical hierarchical topology of military wireless networks.
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The new key idea that we are pursuing is that in military networks quite a bit of mobility occurs in groups; groups that indeed need to be in communication. Furthermore, these group motions and participations in communications occur in a hierarchical manner. This hierarchy, if we look at it top down, is more structured and predictable at the top and less structured and predictable at the bottom. This affects the way routing is done in these hierarchical mobile wireless networks as well the way security management is done. We are investigating and exploiting linkages and correlations between the hierarchical topology and mobility of military networks and the architecture and design of the logical trees being set-up for group communications. This has not been investigated before, and our preliminary results show that these correlations can be exploited for efficiency and higher performance.

The two key criteria, related to resources, that we quantify and use are complexity of communications, which includes number of transmissions needed when re-keying needs to be done, and storage/computations, which means the number of keys that members need to carry and the associated computations. In addition we will consider performance criteria associated with the key scheme like time it takes to complete a re-keying process, a metric on the collusion vulnerability, and also general overhead and interoperability with routing in heterogeneous environments.

These logical tree key based schemes result in distributed key management algorithms with the distributed nature of the algorithm being controlled by the architecture of the logical tree, and the type of keys employed in the scheme. The resulting algorithms do not rely on the existence of centralized completely trusted third parties for key distribution.

Energy-Efficient Tamper Detection for Mobile [image: image23.emf]wireless ground
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Code. We completed our implementation of a tamper detection tool for mobile Java codes, and performed experimental studies to evaluate the resources needed for our tamper detection technique. Mike Jochen, the PhD student working on this project, wrote and successfully defended his PhD proposal, “Mobile Code Security”, on this research in September 2001. Two papers were submitted for conference publication; notification of their status is pending. Based on our experience and knowledge gained from developing a tamper detection technique for the Java environment, we have begun the process of examining the tamper detection problem from the perspective of the myriad of available binary code forms. We have been installing and examining potential software tools to help us in our research.
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Tactical Intrusion Detection and Vulnerability Assessment. We focused our work around four key topic areas: event data acquisition/dissemination for tactical environments, Tactical knowledge representation using conceptual structures, inferencing and correlation for tactical environment attack detection, and tactical security state analysis and assessment.
A graphical depiction of the overall approach is shown in the figure. This initial architectural view of the approach focuses the role of the various efforts and provides a framework identifying interactions and interdependencies between the various efforts. We adopted the following approach for the security state analysis and assessment aspect:

· Develop ways to depict dynamically re-configurable network topologies based on dynamic addressing scheme such as the Dynamic and Rapid Configuration Protocol (DRCP)
· Determine the extents and dimensionality of information space that can effectively be used for assistive response through information exploration techniques

· Develop interactive based, graph based, distortion hierarchical based and hybrid techniques that will enhance and mitigate the human interaction portion 

We note in a mobile network a node is rapidly reconfigured from a change in network environment or node position in the network. One solution may be to depict the statistical node distributions within a survivable network to avoid the difficulty of visualizing a node after every reconfiguration. Another approach would involve depicting node ID and IP address states in a near real time display with an emphasis on persistence of IP addressing.
We initiated a survey of technical issues, including a study of ad hoc network security issues, existing correlation and inference engine technologies. We have studied ad hoc network routing protocols and their vulnerabilities. This study will provide a basis for the generation of attack scenarios that will be developed next program year. We have also investigated several inference engines, particularly Jess, FuzzyJess and inference engines based on Description Logics. Based on this work, we are proposing to initially use the FuzzyJess system as a foundation for the inferencing capability that we will develop. We are also considering the use of systems based on Description Logics and will investigate whether Description Logics are compatible with a fuzzy logic approach. 

This year we searched for distributed data acquisition techniques. State of the art techniques rely on collecting all the relative information in a centralized repository and do data mining and correlation in the central location. This is not a viable solution to the intermittent and limited bandwidth situation on wireless networks. Delivering raw data to a central repository is not only costly but also multiplies the probability of being compromised. The techniques we then focused our research is in the area of data sampling over sliding windows. The problem of maintaining aggregates and statistics over data streams with respect to the last N data elements observed in the data stream. The issue is how small the window can be in order to guarantee that the aggregates and statistics are very close to the actual values. If such guarantees can be placed, then we can transfer aggregates instead of raw data at much lower bandwidth requirement.

Technology Transition

The CTA program’s value to the warfighter is significantly enhanced when we exploit the full potential of the enabling technologies that result from the basic research projects. Our technology transition approach relies on collaboration and partnering of ARL, RDECs and RMB members. This team works with the technology user community to seek out transition opportunities and to demonstrate technologies mature enough for application. This approach extends our activities beyond research papers to matching technology with customers early and then jointly mapping the transition path with them The identification of user champions through early and frequent collaborations and partnerships is a key component of our process for effective transition with defined entrance and exit criteria. Examples of this year’s technology transition activities are given below:

· Optical Sensor Networking for Laser Communications and Atmospheric Channel Characterization. The University of Maryland was awarded a contract to develop a specialized network of sensors (SNS) capable of real-time precise characterization of free-space optical communications channels. The SNS suite will be integrated into the ARL atmospheric laser optics testbed, creating an infrastructure for evaluation of sensors and communications systems under actual atmospheric conditions. The result of the effort will be a complete sensor network testbed facility for high data rate communications experiments and evaluation of the potential of free-space laser communications for Objective Force Communications needs.

· Spectrum Awareness. General Dynamics was awarded a contract to transition spectrum scanning and decomposition algorithms to support tests of airborne waveform adaptation. The improved spectrum awareness software will be integrated into the DMR radio system and evaluated in a series of flight tests.

Contacts

For further information contact:

Dr. John W. Gowens
Collaborative Agreement Manager
Communications and Networks CTA
Telephone: 301-394-1722
e-mail: gowens@arl.army.mil

Dr. Kenneth C. Young, Jr.
Program Manager
Communications and Networks CTA
Telephone: 973-829-4928
e-mail: kcy@research.telcordia.com
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