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Cyber Security CRA Overview
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Research Alliance

A Collaborative Venture between ARL, CERDEC, Academia, &
Industry to advance the foundation of cyber science in the context
of Army networks

Cyber Security CRA

Objectives

= Develop a fundamental understanding of
cyber phenomena (incl human aspects)

» Fundamental laws, theories, & theoretically
grounded & empirically validated models

= Applicable to a broad array of Army
domains, applications, & environments
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u.s.m,.mgﬂ) Cyber Security Science

Challenges

Towards a Cyber Science

= Scientific understanding should manifest itself in models that:
» Are mathematically formulated
> Explicitly & formally specify assumptions, simplifications & constraints

> Involve characteristics of threats, defensive mechanisms & the defended network
(including quantifiable attributes of the human)

> Are at least partly theoretically grounded & yield experimentally testable predictions
> Are experimentally validated

Domain Challenges

» Heterogeneous & convergent networks = Large attack surface

= Army must: Relatively disadvantaged assets

> Use & defend networks that it neither owns
nor directly controls

Large scale & high dynamics

> Construct mission networks with a variety of Advanced persistent threats

partners & allies

, _ _ Close proximity with threats
» Adapt to rapidly changing technologies,

tactics, & threats
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Goal: Develop arigorous science of cyber-security that will.
a) Detect the risks and attacks present in the environment
b) Understand / predict users, defenders and attacker actions
c) Alter the environment to securely achieve maximal mission
success rates at the lowest resource cost

Risk
..
Outcome: Dictate and control the PSY§2OSSCia|
evolution of cyber-missions and =S
. . ‘7\9’ Cross-Cutting
adversarial actions Up,

s-disciplinary approach
ber security research
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v ddkcom}  Cyber Operation Model

Develop formal structures for reasoning about cyber-maneuvers
and security goals and strategies. Representations must be

decomposable and composable in ways that make analysis
tractable

Operation model development:
» Characterize and model risks and user state, including uncertainty,

= Model the selection of a cyber-maneuver within an operation as a
discrete decision problem

= |dentify model elements that introduce fundamental hardness to
decision making in this environment

Operation model taxonomy and scenario development
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Develop theories and models that relate properties of dynamic
risk assessment algorithms to the fundamental properties of
cyber-threat, Army’s networks and defensive mechanisms

User, Defender and Attacker Risk Models

= EXxplore models that classify humans into archetypes

= Infer capabilities & motivations of humans from observable behaviors
= Model as individuals and groups (teams and peers)

System and Network Risk Models
Develop metrics partially based on approaches such as Common
Vulnerability Scoring System

Quantifying and Communicating Risk
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v hibEconr) Detection

Develop theories & models that relate properties and capabilities
of cyber threat detection & recognition to properties of malicious
activity

Diagnosis-enabling intrusion detection:
Models, algorithms &performance analysis: to infer high level attacks &
effects using correlations, automated reasoning, & forensic techniques

Computational cognitive models:
Represent human processes of threat detection in dynamic
environments. Techniques include Instance-based learning, case-based
decision theory, reinforcement learning, decisions from experience, and
behavioral game theory.

Efficient and effective evidence collection
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Develop theories, models and methods to reason about possible
cyber maneuvers in network characteristics and topologies to
thwart and defeat malicious activities

Characterize the maneuver space:
Concise and accurate representations: actions, impacts, cost

Optimal re-configuration:
of all layers, while handling deception at both attacker and defender
sides, human factor limitations, and the dynamics of the cyber-secure
operation state

Capturing End-State Dynamics:
Game theoretic approaches
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Y AbEcom)y) Psychosocial Effects

Develop theoretical understanding of the socio-cognitive factors
that impact the decision making of the user, defender, & adversary

Modeling human behavior in the mission context :
Develop systematic, scientific way of integrating factors that influence
human performance into the operation models. Factors may include
cognitive biases, personality traits, environmental factors, stress, fatigue

Integrating human factors in system design
= Explore the knowledge necessary to be successful in detecting cyber-
attacks, and understanding the “experience gap” between personnel
= Explore how feedback speeds up learning & helps in adaptation
» |nstruct and evaluate a science of interfaces to better support
defenders in detecting and responding to cyber attacks

WARFIGHTER FOCUSED10
Approved For Public Release; Distribution Unlimited



SUMMARY
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