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Extremely Lightwelght Intrusion

Detection (ELIDe)

S&T Campaign: Information Sciences Rich Harang, (301) 394 2444
Science of Cyber Security richard.e.harang.civ@mail.mil
Research Objective ARL Facilities and Capabilities Available
« Perform real-time signature-based intrusion detection to Support Collaborative Research
on extremely resource-constrained devices such as e ARL Cyber Lab
mobile phones » Network Science Research Lab (Q3 FY15)
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500 000 000  Chang, Raymond J., Richard E. Harang, and Garrett S.
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infeasible; no clear link between signature set size and Error rates across five-fold cross-validation (using Snort
classification accuracy classification as a baseline)
* Long training times . cpey e
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settings, theoretical methods for setting them needed Ca pabllltles Sought in Collaboration
* Mobile network simulation capabilities for further testing
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