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Research Objective ARL Facilities and Capabilities Available
¢ Perform real-time signature-based intrusion detection to Support Collaborative Research
on extremely resource-constrained devices such as « ARL Cyber Lab
moblle phones * Network Science Research Lab (Q3 FY15)
1,400,000,000 e DOD HPC supercomputing resource center
1.200.000.000 1 e Chang, Raymond J., Richard E. Harang, and Garrett S. Payer.
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Challenges ,
+ Wide range of signatures make exact matching Thall Tral2 Tral3 Tiald Tials Snort
infeasible; no clear link between signature set size Error rates across five-fold cross-validation (using Snort
and classification accuracy classification as a baseline)
* Long training times . . epeys
¢ Classification is very sensitive to hyperparameter Compllmenta ry ExPertlse/ FaC|I|t|es/
settings, theoretical methods for setting them needed Capabilities Sought in Collaboration
* Mobile network simulation capabilities for further testing
Initial ELIDe Power Utilization Over Time * Cryptographic expertise for assessment of obfuscation
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